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Critical Infrasiructure Systems

A critical infrastructure (or critical entity) is defined as an asset or
system, which is essential for the maintenance of vital societal
functions (European Commission)

Examples:

* Power and energy systems

* Telecommunication networks

* Water systems (clean water and wastewater)
* Transportation systems

* Health systems, Food supply, etc.

Critical infrastructures are interdependent systems that work together
to provide the essential services of a modern society
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Critical Infrastructure Systems: Motivation %;\E,‘i
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Critical Infrastructure Systems (CIS) are crucial for everyday life and well-being S
= Citizens expect/rely that CIS will always be available (24/7).

= Citizens expect that they will be managed efficiently (low cost).

Critical infrastructure systems do fail
= Natural disasters (earthquakes, flooding)
= Accidental failures (equipment failures, human error, software bugs)

= Malicious attacks (directly, remotely)

When critical infrastructures fail the consequences may be tremendous
= Societal consequences
= Health hazards

= Economic effects
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Critical Infrastructure Systems: Motivation *"\:%F\(‘ii
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The problem of managing critical infrastructure systems is becoming more challenging ™
= CIS were not designed to be so large — they evolved due to growing demand

= Deregulation has resulted in more heterogeneous and distributed infrastructures,
which make them more vulnerable to failures and attacks

= Renewables and climate change present new challenges
" There are more and more interdependencies between CIS

= By 2050, 64% of the population in the developing world and 86% in the developed
world will live in urban areas.

CIS are becoming more heterogeneous, distributed and interdependent
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Resilience of Critical Entities

EU Critical Entities Resilience Directive (CER)

= Three priority areas: preparedness, response and international cooperation

= Member states are required to update their risk assessments to reflect
current threats and encourages them to conduct stress tests of entities
operating critical infrastructures

- Aims to make critical entities more resilient against a wide range
of threats, including terrorist attacks, insider threats, natural
hazards, and public health emergencies
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Converting (Big) Data to Smart Decisions %ga\(‘?‘%
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( Critical Infrastructure Systems (CIS) Technologies (ICT)

Heterogeneous - Interdependent - Interconnected Sensors, Actuators
Risks, Faults, Attacks Big Data, Internet of Things

: : Intelligent Systems and Networks : :

Monitoring, Control
Management, Security

Big Data > Smart Decisions
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Resilient Monitoring and Control Steps

= Event detection

= ~— //
Commerce = |
. Event isolation N
Ven ISO a IO T Live ‘%i = Work "‘1_,
Tﬂuﬂw&”'. Fiin _‘l or \ y o = __“Agrictilture, fisheries
\r\..'__ - -‘:;g : n 1_. 3 -_-’_hr.
| | o « r"_'.il’? ::-f'.:'. oo
* Risk assessment $ ooy SEB—S et . §
f ¥ S o Ny /) v
. Research, universi = school % Hospit ' Logistics
= Accommodation
Intemt_al_ Broadcasting
E 1 Communications
aviation " WYYl Mobility

Roads

i Larg _ i Rai ays

GWET SOUTT

K@LOG

www.kios.ucy.ac.cy 7



Handling Unanticipated Events

= Model based approaches
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KIOS Center of Excellence at a glance N

= Established as a Research unit in 2008 and upgraded to a Center of Excellence (CoE)
in 2017 - Collaborates strategically with Imperial College, London
= Operates within the University of Cyprus (at the level of Faculty)
= 232 people at KIOS CoE
= Develops research infrastructures (Testbeds)
= Test technologies under realistic operating conditions

= Creates synergies
= National and international industrial and governmental organizations

The name “KIOS” was
inspired from the Greek
Mythology, where KIOS
was the titan of
“Intelligence”
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KIOS Technical Focus & Specialization

Intelligent monitoring, control, risk management and cyber/physical security
of Critical Infrastructure Systems

"'!\ .q_\ rc m“’ﬁ Qﬁ @
- 1 o W
m - &RE 8

Energy & Smart Water & Intelligent Telecommunication Emergency Smart Healthcare
Power Systems Environmental Transportation Systems & Management Systems
Systems Systems Networks Response

KIOS provides solutions to real-life problems and brings knowhow and tools that make
large-scale infrastructures smarter, more efficient, secure, and sustainable
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ERC Synergy project: Water-Futures

= Water-Futures: Smart Water Futures: designing the next generation of
urban drinking water systems

= Beneficiaries:
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Cyprus Digital Twin (CyDT) — KIOS flagship prOJect
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CyDT Stakeholders
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First responders Policy makers Research community

Critical infrastructure
operators

K@LOG

www.kios.ucy.ac.cy



Envisioned Services for Stakeholders
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Key Challenges in Utilizing Al for Critical Infrastructures

= More heterogeneous data

= Developing trustworthy machine learning algorithms
= Human-Machine interaction

= Developing distributed algorithmic approaches

= Causal vs Correlation

= Poor quality of data
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Required for research in Intelligent Infrastructures X

= AI/ML/CI methods
» System Theory, Graph Theory, Feedback Control, etc

= Domain Expertise

= Social Sciences and Economic Perspective
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Thank youl!

Discussion....
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